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Data Protection and Privacy Policy 

Statement of Intent 
The Cambrian Community Centre (CCC) takes the protection of personal and operational information extremely seriously. In the course of performing its services, and in relation to its employees, trustees, users, hirers and volunteers, it is committed to the seven key principles of the UK GDPR: 
· Lawfulness, fairness and transparency
· Purpose limitation
· Data minimisation
· Accuracy
· Storage limitation
· Confidentiality, integrity and security
· Accountability

In particular, the CCC will not share any personal data which it stores with any other person or organisation without express permission or unless subject to a legal obligation.
Confidentiality
· The CCC’s employees, trustees, Centre users, volunteers and external partners are responsible for maintaining the confidentiality of all proprietary and privileged information to which they are exposed in respect of both personal data belonging to individuals and the organisational business of the CCC. A breach of this duty of confidentiality could result in the termination of an employee’s, trustee’s, hirer’s or volunteer’s relationship with the CCC or other corrective action.
· Any information concerning the CCC’s need for or receipt of funding and all matters discussed at board meetings of trustees shall be treated as confidential unless the trustees otherwise agree.
· No information held by the CCC, including an individual’s status in the UK Disclosure and Barring Service (DBS), will be shared with a third party without consent. 
· The CCC will only disclose any information held about an employee, trustee, Centre user, hirer or volunteer where there is a risk to that person or others, there are concerns about abuse or illegal activity, or help is objectively required that the CCC cannot provide. 
· Any publicity materials containing photographs/videos of an individual will only be used with the subject’s permission or the permission of his/her guardian where appropriate. Where the subject is a child or young person under the age of 18, please also adhere to the provisions of the CCC Safeguarding Policy Procedure - Children and Young People and ensure appropriate consent is in place. In particular, any photographs or videos may only be taken on a CCC device or be commissioned by CCC so that they can be stored securely. If appropriate, please also adhere to the provisions of the CCC Safeguarding Policy Procedure – Vulnerable Adults (Adults at Risk).
· The CCC cannot, however, be responsible for the theft, destruction, or inadvertent disclosure of personal information whether held electronically or on paper.

Inventory of personal and confidential information
Annex A contains a high-level inventory of personal and confidential information kept by the CCC. 
The personal data, including special category data, falls into three categories:
· Information derived from the Community Activities Programme (CAP) registration forms, which is held on the contacts database (together with contact details of other people who have registered with the Centre). This information is used to inform CCC users about activities in the Centre
· Information about gym users, including contact details, held on the gym computer
· Information about gym users collected on the paper health questionnaire completed prior to initial assessment.
The inventory shall be reviewed and updated as necessary and, in any event, annually.

Privacy 
The Privacy Notice concerning the personal information of Centre Users is available on the CCC’s website at https://cambriancentre.org/about/policies/

Use of Data
The CCC may use personal, confidential and other information legitimately in its possession to:
· Carry out its obligations arising from any contracts entered into with the Centre
· Process invoices for bookings
· Seek users’ views or comments on the services provided
· Notify users of any changes to services
· Send users and local residents newsletters and communications which may be of interest (e.g. new initiatives)
· Process any donations


Responsibility
Responsibility for data protection and privacy lies with the Charity Director and the Centre Manager supported by the trustees and other staff. A nominated trustee shall have specific responsibility for data protection for the CCC and the trustees undertake to review this policy annually. 
Based on the criteria published by the Information Commissioner Office (ICO), the Centre is not required to register with the ICO or to nominate a Data Protection Officer. 

Lawful basis for collection and processing of personal information
The primary lawful basis for collection and processing of personal information shall be consent. Alternatively, processing of personal data is necessary for performance of the contract we have with users, trustees and staff to provide services in which the data subject wishes to participate. The CCC’s lawful basis for processing special category data is normally that the CCC user has freely given informed consent to the processing for purposes explained to them before the data is given, namely for keeping them fit and safe and for the creation of beneficial exercise and treatment programmes. 

Secure and safe storage of information
Personal information of CCC users, trustees and staff held in electronic formats and confidential management information in electronic formats shall be:
· Stored in encrypted format on the CCC’s computer equipment
· Transferred to an external data centre, if required, using the SSL/TLS protocol. Only data centres meeting the standard ISO 27001 on information security management will be used.  The suppliers in 2023 were Inventive Hosting, a trading name of the UK company Praetorian IT Services Ltd, and Microsoft Ireland Operations Ltd.
· The paper medical questionnaires of gym users (Annex B) shall be kept in locked cupboards.  Card data containing exercise programmes accessible by gym users will not contain any health information.

Data subject access requests
The Charity Director and/or the Centre Manager has primary responsibility for managing any Data Subject Access Requests (DSARs).
Each DSAR will be recorded in a log noting:
· The identity of the subject
· Their contact details
· The date of the request
· The nature of the request – data from the contacts database or information held about gym users
· How the request was fulfilled – e.g. paper copy provided by post
· Date that the information was provided (in accordance with statutory deadlines)
· Notes on any follow up e.g. request to amend specific data or to delete the record and when this was done

Data update and retention periods
We discourage the retention of data for any longer than is reasonably required. 
In the gym database, records of gym users who have not used the gym for in excess of three months will be dated and transferred to an archive folder.  These records will be managed as follows:
· If the user subsequently visits the gym, the record will be restored to the folder of active gym users 
· Records which remain in the archive folder for four years shall be deleted 
· Personal information for gym users shall be deleted four years after a person has ceased to be an active gym user. Any personal information held on paper that is no longer required shall be shredded.

Accountability and compliance
The Charity Director or the Centre Manager, supported by the trustees, will provide a short annual report on the application of the data protection and privacy procedures for the Trustees.
The Charity Director and/or the Centre Manager and staff shall endeavour to monitor data protection and privacy procedures.  A breach is any event that leads to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access to personal data.
The Charity Director and/or the Centre Manager shall report without delay all suspected breaches to the Trustees for assessment and decisions on further action by email as soon as he/she becomes aware of them.  The report shall include:
· The number of individuals affected
· The nature and content of the personal information concerned
· The steps taken to contain the breach, mitigate its effects and prevent a recurrence
When a personal data breach has occurred, we will establish the likelihood and severity of the resulting risk to people’s rights and freedoms.  To do this, we will use the tool on the ICO’s website: UK GDPR data breach reporting (DPA 2018) | ICO and, where appropriate, notify the ICO.  Where a breach must be reported, UK GDPR stipulates that this must be done within 72 hours.
In addition, if a breach is likely to result in a high risk to the rights and freedoms of individuals, we must inform the individuals concerned (the data subjects) directly and without undue delay. The threshold for informing individuals is higher than for informing the ICO.

New activity or service planning
When planning any new activity or service, the data protection requirements will be an integral part of planning by the Charity Director and/or the Centre Manager and trustees and shall be based on the Privacy Notice and these procedures. It may be appropriate to carry out a Data Protection Impact Assessment, according to ICO guidance: Data Protection Impact Assessments (DPIAs) | ICO.

Reviewed with minor changes September 2026



Annex A – High-Level Inventory of personal data and confidential information
1) Personal Information obtained from CAP signup forms. Very few records have all fields completed.

2) The gym database held on the gym computer, which contains:
· Name, data of birth, date of joining and contact information
· Information on gym attendance

3) The completed health questionnaire from the Initial Assessments retained in paper form.

4) Personal information in the Centre’s contact database held in electronic format.  This contains name, address, phone number and email addresses gathered from the CAP signup forms and gym health questionnaire.

5) The CCC also treats all the information held in the trustee library as confidential information, including but not limited to:
Policy papers prepared for meeting of the Trustees
Matters discussed at meeting of the Trustees
Minutes of Trustee meetings
All matters concerning fund raising, including the need for funds, sources of funds, funding applications and directly related matters. 













Page 1 of 6



image4.png




